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DETAILED ACTION 

1 . Claims 1- 23 have been examined. 

Drawings 

2. The drawings are objected to because of drawing inconsistencies. 

3. The object 18 in the specification (pg, 13 last §) is introduced as "the video 
delivery ID". However, object 18 is labeled: "Streaming Instance ID" in Fig. 1. 
Furthermore the specification talks about object 12 "the original video 
stream". Fig. 1 contains "Original video" not labeled with the number and 
"digital content" labeled as object 12. Also, number "2" in Fig. 1 and 2 are 
drawn inconsistently; sometimes resembling "?l" or handwritten "a", and other 
times as an incomplete digit "0" or a mirrored number "6". 

4. Object 40 in the specification (pg. 16 second §) is introduced as "suspect 
video". However, object 40 is labeled: "Suspect Digital Content" in Fig. 2. 
Fig. 2 also contains "Original video" and it is not clear to which of the objects 
"suspect video" in the specification refers. 

5. Corrected drawing sheets are required in reply to the Office action to avoid 
abandonment of the application. Any amended replacement drawing sheet 
should include all of the figures appearing on the immediate prior version of 
the sheet, even if only one figure is being amended. The figure or figure 
number of an amended drawing should not be labeled as "amended." If a 
drawing figure is to be canceled, the appropriate figure must be removed from 
the replacement sheet, and where necessary, the remaining figures must be 
renumbered and appropriate changes made to the brief description of the 
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several views of the drawings for consistency. Additional replacement sheets 
may be necessary to show the renumbering of the remaining figures. The 
replacement sheet(s) should be labeled "Replacement Sheet" in the page 
header (as per 37 CFR 1 .84(c)) so as not to obstruct any portion of the 
drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the 
next Office action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC §112 

The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

6. Claims 2 and 23 are rejected under 35 U.S.C. 112, first paragraph, as failing 
to comply with the enablement requirement. The claims contain subject 
matter which was not described in the specification in such a way as to 
enable one skilled in the art to which it pertains, or with which it is most nearly 
connected, to make and/or use the invention. 

7. As per claim 2 the specification provides no guidance in teaching how a 
unique key is derived from the authorized video signal . The specification 
discloses that "the invention in a preferred form is a method and apparatus for 
digitally fingerprinting authorized video signals" and that "the fingerprint is 
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generated by ... using the 64-bit private key" but no guidance on how the key 
is retrieved from the signal is offered. 

8. Claim 23 further recites the limitation "adding the signals to a portion of the 
authorized video signal using components of a rotating complex exponential". 
The specification does not detail what components of a rotating complex 
exponential are and how these components are used to add the signals to the 
video. 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

9. Claims 1-23 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject 
matter that applicant regards as the invention. 

10. "The random number generator" in claim 2 lacks antecedent basis, "The 
random number generator is treated as "the cryptographically secure random 
number generator" recited in claim 1 . , 

11. Claims 1 and 21 recite: "producing signals ... selected by a crypto graphically 
secure random number generator". The "crypto graphically secure" is not 
understood. It is not clear whether the statement refers to ability to access 
the random generator (e.g. the generator is protected using crypto), whether 
"secure" refers to the operation of the generator (e.g. employs cryptography 
while generating a random number) or whether it refers to something else. 
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12. Claim 23 recites the limitation: "whereby the signals identify the original 
source of the authorized video signal and thereby enable criminal prosecution 
of parties responsible for unauthorized duplication of the video signal". 

The claim's language addresses legal aspects of the intended use of the 
invention. Legal matters are subject to change and should not be listed as a 
part of the invention. Furthermore, the claim refers to "signals identifying the 
original source" but the specification does not clearty provide information on 
what exactly constitutes this limitation. It is not clear what constitutes the 
identifier that could be used to identify the original source. 
Also, deriving a unique key from the authorized video signal is not 
understood. It is not clear whether the authorized video signal contains a 
unique key, whether the signal is simply used in the key creation process or 
whether the limitation refers to a key which is assigned only to a particular 
authorized video signal. 

13. Similarly the phrase: " controlling the random number generator with the key" 
in claims 2 and 23 is not clear. For further examination purposes the 
statement is treated as a key that is used while using the random number 
generator. 

14. The phrase: "for keying spatial frequencies on and ofF ' in claim 4 is not 
understood. 

15. The phrase: "signals are added by perceptually significant chroma data" in 
claim 5 is not understood. According to the specification "a watermark 
(signals) is inserted into perceptually significant components of the data" and 
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as a result "signals are added by perceptually significant chroma data" is 
treated as "signals are added into perceptually significant chroma data. 

16. The phrases: "signals are added by chroma data" and "preserving the chroma 
data" in claim 6 are not clear. For purpose of further examination purposes 
the prhases are as "adding signals to chroma data" and "extracting the 
chroma data". 

17. The limitation: "accumulating recovered signals from frame to frame" in claims 
10,12 and 16 is not understood. It is unclear whether the limitation implies 
that each frame of the video signal contains a fingerprint signal or whether 
any two frames including fingerprint signal satisfies the limitation as long as 
recovered signals are recovered from at least two frames. For purposes of 
further examination the examiner considers that accumulating recovered 
signals from at least two frames satisfies the limitations of claims 10 and 12. 

1 8. Claims 3, 7-9, 11,13-15,1 7-20 and 22 are rejected by virtue of their 
dependence. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 
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19. Claims 1-2, 4-5 and 21-23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Cox et ai (U.S. Patent No. 6208735) in view of Rabin et 
al. (U.S. Patent No. 6697948) and in further view of Kita et ai (U.S. Patent 
No. 6707927). 

20. As per claims 1 and 21 Cox et al. (6208735) teach producing signals with 
spatial frequencies (Fig. 7, col. 14 Iines7-10)\ and adding the signals to a 
portion of the authorized video signal (col. 9 lines 43-48). Using components 
of a rotating complex exponential (numbers) is inherent; digital data consists 
of binary numbers. 

Cox et al. do not explicitly teach selecting signals by a cryptographically 
secure random number generator. 

Rabin et al. teach selecting signals by a cryptographically secure random 
number generator identifying the original source of the authorized video signal 
(col. 30 lines 25-68, hash function). It would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to select signals by 
a cryptographically secure random number generator identifying the original 
source of the authorized video signal as taught by Rabin et al. One of 
ordinary skill in the art would have been motivated to perform such a 
modification in order to enable owners or vendors or distributors to protect 
their intellectual property and other rights (col. 2 lines 46-54). 
Cox et al. also do not explicitly teach the signals identifying the original source 
of the video signal and thereby enable criminal prosecution of parties 
responsible for unauthorized duplication of the video signal and do not 
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explicitly teach adding the signals to the chroma data or the intensity data of 
the video signal. 

Kita et ai teach the signals identifying the original source of the video signal 
and thereby enable criminal prosecution of parties responsible for 
unauthorized duplication of the video signal (coL 5 lines 55-59). It would have 
been obvious to one of ordinary skill in the art at the time of applicant's 
invention to add signals identifying the original source of the video signal and 
thereby enable criminal prosecution of parties responsible for unauthorized 
duplication of the video signal as taught by Kita et ai One of ordinary skill in 
the art would have been motivated to perform such a modification in order to 
protect copyright of digital contents (Kita et ai, col. 1 lines 19-28). 
Kita et al/s invention adds the signals to the chroma data or the intensity data 
(Kita et ai, coi 5 lines 25-30 and 48-50). 

21. The limitation of claim 22 is implicit. 

22. As per claim 4 (as best understood) Rabin et ai teach hash function (Rabin et 
ai, coi 30 lines 25-68) and derived information are O's and 1's: they are 
inherently binary keying the information they operate on (including spatial 
frequencies) "on" and "off'. 

23. Claim 23 is substantially equivalent to claims 1 and 21; therefore claim 23 is 
similarly rejected. 

24. The limitation of claim 2 is implicit since Rabin et ai teach hash function 
(Rabin et ai, coi 30 lines 25-68). . 
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25. As per claim 5 Cox et ai teach the characteristics of watermark/fingerprint: 
"the watermark/fingerprint should (Cox et ai, col.1 lines 55-63) be difficult and 
virtually impossible to remove from the material without rendering the material 
useless for its intended purpose" and it is implicit that the signals should be 
added by perceptually significant chroma data. Furthermore Cox et ai 
suggests that the watermark/fingerprint should be perceptually invisible or its 
presence should not interfere with the material being protected" (Cox et ai, 
coi 1 lines 52-54) and it is implicit that the signals should be added at low 
intensity. 

26. Cox et ai teach the limitation of claim 6 in col. 8 lines 20-25. 

27. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Cox et 
ai (U,S, Patent No. 6208735) in view of Rabin et ai (U.S. Patent No. 
6697948) and in view of Kita et ai (U.S. Patent No. 6707927) and in further 
view of Hind et ai (U.S. Pub No. 20030212893). 

28. Cox et ai in view of Rabin et ai and Kita et ai teach producing signals with 
spatial frequencies selected by a cryptographically secure random number 
generator with a key that is unique to the video signal to be watermarked 
(hash function, Rabin et ai, coi 30 lines 25-68). Cox et ai in view of Rabin et 
ai and Kita et ai do not teach the step of inputting a time code representative 
of the elapsed time of the video signal into the random number generator. 
Hind et ai teach the step of inputting a time code representative of the 
elapsed time of the video signal into the random number generator (Hind et 
ai [28]). It would have been obvious to one of ordinary skill in the art at the 



Application/Control Number: 09/884,787 Page 
Art Unit: 2134 

time of applicant's invention to include the step of inputting a time code 
representative of the elapsed time of the video signal into the random number 
generator as taught by Hind et aL into Cox et ai in view of Rabin et al. and 
Kita et al. One of ordinary skill in the art would have been motivated to 
perform such a modification in order to identify each of the distinct data 
stream in the video stream. 

29. Claims 6-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Cox et aL fUS. Patent No, 6208735) in view of Rabin et ai, (U.S. Patent No. 
6697948) and in view of Kita et aL (U.S. Patent No. 6707927) and in further 
view of Sclireiner et ai. (U.S. Patent No. 3825673). 

30. As per claim 6 Cox et ai. in view of Rabin et ai. and Kita et ai. teach adding 
the signals to the video signal as discussed above. Cox et ai. in view of 
Rabin et at. and Kita et ai. do not teach the step of preserving the chroma 
data by common compression algorithms. 

Sclireiner et ai. teach preserving the chroma data by common compression 
algorithms (Sclireiner et ai., col. 1 lines 1-6). It would have been obvious to 
one of ordinary skill in the art at the time of applicant's invention to add the 
step of preserving the chroma data by common compression algorithms as 
taught by Schreiner et ai. One of ordinary skill in the art would have been 
motivated to perform such a modification in order to minimize hue errors 
caused by phase distortion (Schreiner et aL, col. 1 lines 1-6). 
31 .The limitations of claims 7-9 are implicit. 
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32. As per claims 11,15 and 1 9 Cox et aL teach that the copied image may not 
remain in digital form (Cox et aL, col. 8 lines 65-67). 

33. As per claims 10, 12 and 16 it is implicit to embed a fingerprint signal into 
more than one frame. A fingerprint signal placed in only one frame could be 
easily removed by the frame removal. Also, increasing the number of frames 
with embedded fingerprint signal minimize the chances to discover and 
remove of all the fingerprint signals. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Peter Poltorak whose telephone number is 
(571 )272-3840. The examiner can normally be reached Monday through 
Thursday from 9:00 a.m. to 4:00 p.m. and alternate Fridays from 9:00 a.m. to 
3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on (571) 272-3838. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866- 
217-9197 (toll-free). 
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